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METOAbI W CUCTEMBI SAWNTLI MHOOPMALIMK, NHOOPMALIMOHHAA BE3OMACHOCTb

YK 004.2

B. [. Kotos, B. . Bacunbes

COBPEMEHHOE COCTOSHHE NPOBNEMbI OBHAPYXEHUA CETEBbIX BTOPKEHHUI

OnucaHbl COBpeMEeHHbIE NOAX0AbI K 0BHAPYXEHNIO CETEBbIX BTOPXKEHI 1 NEPCNEKTUBHBIX HAaNPaBMeHwil ux passuTua. [JaHa knaccudmu-
Kaums cucTeM 0BHapYXEHIs BTOPXKEHWIA, a TaKkke TEXHOMOIMIA, Nexalumx B UX OcHoBe. B paBoTe 6onbluoe BHUMaHWe yaenseTcs nepe-
[0BbIM HanpaBMeHusaM UCCNe[oBaHUA B faHHoW obracTu. MogHuMaeTcs npobriema OTCyTCTBUS BbIYUCTUTENbHBIX MOAenen obHapy-
KeHus aTak 1 popManbHOro 06OCHOBaHWS. CucmeMbl 0GHAPYKeHUS 8MOPXKeHUL

BBEJIEHUE

OOHapysxeHne BTOPKEHHH — MPOLIECC MOHUTO-
pUHTa COOBITHIA B KOMIIBIOTCPHOM CHCTEME WITH
CEeTH U aHallu3a WX Ha NpeIMeT HapyIIeHUI Moiu-
TukH Oe3zomacHocty [1]. Cuctema oOHapykeHHs
Bropskenuit (COB) — 3T0 yCTpOMCTBO WM TIpO-
rpaMMHOE pelIeHUE, OCYIIECTRISIoNIee OOHapyKe-

HUe BTopsKeHHit (puc. 1).
"y

NIOKANBHAA CETh

1. UHTepHeT
2. MexceTeBoii akpaH
3. MapuwpyTtuaaTtop
Puc. 1. Mecto COB B cereBoit
uHdpacTpykType (OMH M3 BAPUAHTOB)

TunuuHEIMA TIpEMEpaMH  aTaK, MOHUTOPHHT
KOTOpbIX ocymectBisieT COB, sBustroTcs:
*  BHEJpEHHUE BPEIOHOCHOIO KOAA;

o HUCYCPIIAHUC II0JIOCBI MNPOITYCKAHUA ITYTEM
OOJIBIIIOr0 KOJIUYECTBA COCZ[I/IHCHI/If/’I;

e moabop mapos;

* cereBasg AaKTHBHOCTb TPOSHCKHX KOHEH,
YyepBeu U BUPYCOB;

* HUT.A.

BrepBole koHIenuus OOHapYKEHUSI BTOpXKe-
HUHA ObUTa TpeUIOKeHA B TEXHHYECKOM OTYeTe
Jlx. Anpepcena [2] B 1980r. IlepBoe mokoneHue
COB ocymecTBIsJI0 aHAJIN3 CUCTEMHBIX KYPHAJIOB
COOBITHI Ha TIPEAMET 3JIOYNMOTPeOJCHUN U Hapy-
LIEHUH.

Konrakthas nadopmanus: 8(347) 273-06-72

Bropoe mokonerne COB Hagaiock cO CTaThu
I. Heununr «An Intrusion Detection Model» [3],
OTIHCHIBAIONICH ASKCHEPTHYH CHUCTEMY OOHapyxke-
HUS BTOP)KCHUH. BHUMaHWE ynensercs TakuM ac-
NEeKTaM, Kak TpoQuiIM HOPMAadbHON aKTUBHOCTH
CUCTEMBI, CTATUCTHYCCKUI aHAIN3 NaHHBIX U T.J.

TpeTbeMy TIOKOJICHUIO CHCTEM OOHApPYKCHUS
BTOPXKEHHIA, 0 MHEHHIO MHOTHX, €Ille He HAaCTYIIH-
JI0, MBI TIOKa TOJIKO TiepexoanM K Hemy. OCHOB-
HeIe pobiembl COB mociieiHero moKoJIeHUs — 3T0
aHaIM3 JAaHHBIX B PEXHME PEaTbHOrO0 BPEMEHH,
aJaNTHBHOCTbH, CIOCOOHOCTh OCYIIECTBIISTh AKTHB-
HBII OTBET Ha aTaKy.

B nmanHOl cTaThe MPUBOIUTCS KiIacCUPUKAIIUS
CHCTEM OOHApYXEHUS BTOP)KCHHH, OApOOHO pac-
CMOTPEHBI Pa3IMYHbIE TEXHUKH JIETCKTUPOBAHUS
CETeBBIX aTaK, a TaKXKe IMPEACTABICHBI TEpPCIIeK-
THUBHBIE HampaBieHus pazputust COB.

TAKCOHOMMUSA CUCTEM
OBHAPYXXEHHUSA BTOPKEHUU

Knaccudukamuio cucteM oOHapyKEHUS BTOP-
JKEHUH MOXHO IPOBECTU MO MHOTHM KPHTCPHSIM.
OCHOBHBIE TOJIXOMBI K KJIaCCH(DUKAIMH TIPE/ICTaB-
JICHBI HIKE B CIIHICKE.

[To Tumy 00beKTa MOHUTOPHHTA!

* y3moBeie COB — OCymecTBISIOT MOHHTO-
PUHT aKTUBHOCTH OJTHOTO y3J1a B CETH;

* cereBelc COB — 00BEKTOM MOHHTOpPHHTA
SIBJISIETCSI CETEBOM CEIrMEHT.

ITo apxurekrype:

*  IIEHTPAJIU30BaHHBIE — BCE BBHIYMCIEHUS CO-
BEPIIAIOTCS Ha OJTHOM paboueit CTaHINH;

* pacmpefieieHHbIE — CHCT€Ma COCTOUT U3
HECKOJIbKHX DJIEMEHTOB. CEHCOPOB, Pa3HECEHHBIX
M0 CETH, BBIYMCIUTEIHHOIO IIEHTPA, a TAKKE KOH-
COJIM aIMUHUCTPATOPA.

[To TexHONMOrMHM aHANN3A:

* 0e3 COXpaHEHHsI COCTOSHHUS — KaXXIO0e€ CO-
OBITHE paccMaTpPUBAETCA HE3aBUCUMO OT JPYTHX;
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* C COXpaHEHHEM COCTOSHHS — MH(pOpManusi
O TIPEIBIAYIINX COOBITHAX COXPAHSIETCS M yYHTHI-
BaeTCs MPU NPUHATUH PEILCHHUS.

[To MeToxy oOHapyKeHUs aTak:

* CHCTEMBI OOHapyXeHHUs 3ioymnorpeoiie-
HUH — OCYIIECTBIISIIOT MOMCK IAOJIOHOB M3BECTHBIX
aTak B CETEBOM TpaUKe WIM BBICOKOYPOBHEBBIX
TaHHBIX;

* CHCTEMBI OOHApY)KEHHUs aHOMaJuii — o0na-
JAl0T TpopUIeM HOPMAIbHON aKTUBHOCTU CHUCTE-
MBI U JICTEKTUPYIOT OTKIIOHCHUS OT HETO;

*  CHCTEeMBI OOHapy)XeHHs HapyIIeHUi B Mpo-
Tokosie — AaHHbIM THII COB cnenuT 3a KOppeKTHO-
CTBIO COOJIIOJIEHUSI NPOTOKOJIOB CETEBOI'O B3aUMO-
IEeUCTBUS U PUKCUPYET HAPYIICHHS.

ITo crioco0y pearmpoBaHus:

*  IacCHUBHBIC — BO BpeMs MHIIHJICHTA TI0JacT-
Csl CHTHAQJI TPEBOTH W BHOCHUTCS 3allMCh B JKypHAaJ
COOBITHIA,

*  aKTUBHBIC — OCYIICCTBIISIOT AKTUBHBIN OT-
BeT (HampuMep, cOpPachIBaIOT COCIMHEHUE, OJIOKH-
pytor IP agpec u T. 11.).

CoBpeMEHHBIE CHUCTEMBI OOHAPYXEHHUS BTOP-
JKCHUH, KaK MPaBHJIO, aKTUBHEIE, pacrpeielieHHbIC,
o0ecreynBaloIe MOHUTOPUHT CETH B PEXKUME,
OJIM3KOM K peXXuMy peaabHoro BpemeHu. Hanboiee
Ba)XHBIM KpUTEpPHEM KIacCU(pHUKAINS CETONHS SIB-
JIIeTCS METo/ OOHapyKeHus aTak. PaccMoTpum mx
Oosee MOAPOOHO B CIEAYIOMINX pa3leiax.

Y3JIOBBIE U CETEBBIE CHCTEMbI
OBHAPYXEHUSA BTOPKEHUH

Vsaoseie COB (YCOB) meTeKTHpyIOT aTakH,
HarpaBJIeHHbIE HA ONpeAe/eHHbINH y3ea ceTtd. OHu
3aBHCHMBI OT ONEPAIMOHHON cHcTeMbl. COrjaacHo
[4], y3nmoBere COB OOJKHBI BBIIOMHATH XOTS OBI
OJIHY U3 CIAEIYIOMUX (QYHKIIUIA:

*  MOHHUTOPHHT (DaiJIOBOM CHCTEMBI — TIPO-
BEpKa IIEJIOCTHOCTH (DaiiyioB M AUPEKTOPHIA;

*  aHalu3 >KypHAJIOB COOBITHH — IMOWCK TO-
JIO3PUTENBHBIX Ma0IOHOB B KypHajaxX COOBITHH;

* MOHHUTOPHUHI CETEBBIX COCAMHCHHN — aHa-
JIW3 BXOJSALIUX U UCXOJAIIUX CETEBbIX COCTUHEHUMN
Ha TIpeMeT HapyIIeHUH MONUTHKNA Oe3011acHOCTH;

* aHaAJW3 Ha YPOBHE sJpa OINEPaLUOHHON
CHCTEMBbl — MOHUTOPUHI CUCTEMbI C HaMBBICIIUMU
IPUBUWIETHSAMH, YTO I03BOJISIET OJOKUPOBAThH JIFO-
Oble omepanuy.

MouuTopuHr (HaiIoBOH CHUCTEMBI MOIpa3yMe-
BaeT cOop mHMopManuu o dainax U JUPEKTOPHIX
(maHHBIC 3arOJIOBKOB, CUTHATYPHI Pa3IM4HBIX (op-
MaTtoB W T. II.), BBIYUCICHUE XeUI-(PYHKIMH (Ha-

npumep, MD5), maHHsle 0 BIaAeiblle W IpaBax
Joctyma u T. A. [IpM HeCaHKIIMOHWPOBAHHON MO-
mudukanuu (HanioB WM JPyroM HapyIIeHUH, T0-
JTAETCSI CUTHAJ TPEBOTH.

AHanu3 KypHaJOB COOBITHI SIBIISETCS TaKXKe
BakHOU QyHkmmert y3noseix COB. Ionck ma6mno-
HOB aTaK MOXXET OCYIIECTBISATHCA KaK B OCHOBHOM
JKypHaJIe OTepallMOHHOW CHCTEMBI, TaK M B JIOTax
npunoxkenuit. Tak, Hampumep, webeeprep, kak
MIPaBHJIO, BHOCUT B JKypHaJ 3aroJIOBKH 3aIpOCOB,
YTO MO3BOJISIET BIOCIEICTBUN O0OHAPYKUBATh B HUX
npusHaku SQLunbexnumit umu XSS.

MOHUTOPUHT CETEBBIX COEAMHEHHMH OYEHBb MO-
JIe3eH U BBIABICHUS TIOJO3PUTENBHON aKTHUBHO-
CTH BPEIOHOCHBIX IMporpamm. Hampumep, ucxomus-
e coeauHenus no nporokonam IRC, SSH, Telnet
MOTYT OBITh NPU3HAKAMH HAJIWYHS CETEBOTO YEPBS
wm 03k10pa. Bxoxasiue coennHeHUS] MOTYT CBU-
JICTEIILCTBOBATh O HECAHKIIMOHUPOBAHHO 3aITy-
IICHHOM CEPBEPHOM NPUIOKEHHH, YTO TOXKE MO-
JKET OKa3aTbCA CUMIITOMOM 3apaKEHHUSI CHCTEMBI.

OddexTurHol peanmzarnmert YCOB sBnsercs
COOTBETCTBYIOIIUM JIpaliBep WIW MOIYJIhb sjapa
ONEPALMOHHON cHCTEeMbI. Takue CUCTEMBI CIOXKHO
000MTH, ITOCKOJIIBKY OHH 00JIaJaf0T BCEMH BO3MOX-
HBIMH TIPUBUJICTUSAMU, & TIOTOMY CIIOCOOHBI OJIOKH-
pOBaTh aTaKy.

CereBble CHUCTEMBI OOHApPY)KCHUS BTOPKCHHU
(CCOB) mnpemHasHaueHbl IS JCTEKTUPOBAHUS
aTak B cerMeHTe ceTH. McrouHukom uH(pOpMaIun
JUIS HUX SIBISIETCS CETEBOM TpaduK, 3aroioBKH
Y COZICPKUMOE CETEBBIX MTAKETOB.

Cospemennsie CCOB sBnsOTCS pacipeneneH-
HBIMH M COCTOAT U3 CIEAYIOMINX KOMIIOHEHTOB [1]:

* CEHCOp — KOMIIOHEHT, OTBETCTBEHHBIH 3a
cOOp MaHHBIX U UX MIEPBUYHBIA aHAIIN3;

*  YNOpaBIAIOMUNA OJIOK — KOMITOHEHT, COOH-
paroluii JaHHBIE C CEHCOPOB M OCYIIECTBIISIOMIMI
WX BTOPUYHBIN aHATN3 U KOPPEISIIHIO;

* 0a3za JaHHBIX — KakK MPaBUIJIO, BBHIIIOJIHEHA
B BUJIE OTAEIBHHOTO CepBepa, MpeAcTaBiseT coOoi
XpaHuIUIIe HHPOPMALIUHU O COOBITHUSX;

* KOHCOJIb — UHTEpQEHC yNpaBICHUS CUCTE-
MOH.

[lepBuuHBIi aHAIIN3, OCYIIECTBISIEMBIH CEHCO-
pOM, BKIIIOYaeT B Ce0sl IMOMCK ITa0JIOHOB HM3BECT-
HBIX aTaKk W WHGOPMAIMH O COOBITUAX U COCIMHE-
HUSIX B OTBEJICHHOM €My CETMCHTE.

Yrpasnstonuii 670K ToJIydaeT HH(pOpMAaIuio
OT CEHCOpPOB M Ha €€ OCHOBE NMPUHUMAET PEIICHUS
0 TOM, TIPOWCXOJUT JIM B JaHHBI MOMEHT aTaka,
a TaK)KE OCYIICCTBIISET KOPPEISAIHUIO IMOTyUYSHHBIX
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JAHHBIX ¥ UX aHAIHM3 Ha MPEIMET PacipeeIeHHBIX
aTax.

Cepaep 0a3bl TaHHBIX UTPACT BAXKHYIO POJIb HE
TONIFKO KaK XpaHWuIie WHPOpMAINU, TreHepupye-
MOH CEHCOpaMU, HO U KaK CPEJICTBO paccieAOBaHU
WHITUICHTOB M TOWCKa WH()OPMAIMKA O TMOXO0XKHX
aTakax.

CUCTEMBI OBHAPYKEHMSI
3JIOYIIOTPEBJIEHUU

Cucrembl  OOHapyXeHHS  3JI0YMOTPEOJICHUI
(CO3) ocymiecTBASIOT MOKWCK IIA0JOHOB H3BECT-
HBIX aTaKk B CETEBOM Tpa(HKe WIH BHICOKOYpPOBHE-
BbIX naHHBIX. [lepBeie CO3 ObLTM OCHOBaHBI Ha
CUTHATypaX — TOCJEIOBATEILHOCTAX OaliT B cere-
BBIX TAKeTaX, KOTOPHIE HUACHTH(MUITUPOBAIN IICIIT
KOnmbl WM (opMaThl JAHHBIX CETEBBIX YEpBEH
Y BUPYCOB.

NOP uenouka
0x90]|0x90 0x90(| HAMPY3KA
I |

lpumep cuzHamyps!:
nocrnegoeartensHoCTb
Bant 0x90

Puc. 2. O6napyxenne NOPienouku
B CETEBOM IaKeTe

Ha puc. 2 cxemarndeckn u300paxkeHa CTPYK-
Typa TIOJIC3HONM HATPy3KH IKCIUIONTA — MOCIIeI0BA-
TEIHHOCTH WHCTPYKIMH, 3KCILTyaTUPYIOIINX Ys3-
BUMOCTH W BBITIOJHSIONIYIO MTPOMU3BOJBHEIN KOl Ha
KOMITBIOTEPE KepTBBI. [IpoCcThie mIeimT Kojbl, Kak
mpaBwio, coaepxkar NOP{iocnenoBaTebHOCTE.
NOP —3T0 HHCTPYKLHUS Ha SA3bIKE acceMOiiepa, Ha-
3BaHHE KOTOPOU pacimdpoBbIBaeTCS Kak NO Opera-
tion. MHpIME CTOBaMHU 3Ta MHCTPYKIUSA O3HAYACT
MPOCTOH Tpolieccopa B TEKYIIEM TakTe. MaluHHas
uHcTpykius komanasl NOP koaupyercs B miecTHa-
natupuaHoit cucreme kak 0x90. [TocnenoBatens-
HOCTb M3 HeCKOJbKHX Oaiit 0X90 MOKeT SBIATHCS
CUTHAaTypol W OBITb MHIUKATOPOM IIOTIBITKH BHE-
JPEHUS KOJIa.

CoBpemennsie CO3 HCTIONB3YIOT OoJiee CIOXK-
HBIE CTIOCOOBI OOHApyXeHUs aTak. Hampumep, u3-
BectHass COB ¢ OTKpBITBIM HCXOJHBIM KOJOM
Snort, onepupyeT npaBuwiIaMu, 00JIaJAIOIIUMU CJIe-
IyIOoIIel CTpyKTypoii [5]:

3aroI0BOK MMpaBHJIa;

*  NIeHCTBUE MPHU aKTHBAIUW CUTHATYPHI,

e mpotokon (IP, ICMPu 1. .);
¢ wuHpopManus 00 HCTOYHHKE;
*  uH(pOPMAIHS O IPHEMHHKE.

Teno npaBuna:
*  TIOCIEeIOBaTEIBHOCTH OAUT (CUTHATYpa);

*  HaIpaBJICHHE Mepeaadn JaHHBIX,

*  TIOpTHI,
* ¢umaru TCP;
* HUT. A

Baxxno#t ocobennocTsio coBpemeHHBIX CO3
SBISIETCSL TO, YTO OHU HCIIONB3YIOT KOMIUICKCHBIC
npaBmia axkTuBaiuu. CpabaThIBaHHE HEKOTOPHIX
MPaBUJT BO3MOXKHO TOJBKO MPH HATUYHUN TOTOTHH-
TEJIGHBIX YCIIOBHM, HAIPUMEP, aKTHUBALUHU JIPYTOTO
npaBuiia. JTO TO3BOJIAET OoJiee THOKO OMUCHIBATH
BO3MOXHBIC aTakh W CHHU3UTh YPOBEHBb JIOKHBIX
cpabaTbIBaHUM.

OnHUM U3 CYNIECTBEHHBIX HEJIOCTATKOB CHCTEM
OOHApYXKCHHS 3JIOYMOTPEOJICHUN SBISETCS TOT
(akT, 4YTO TpU aHAIM3C OHM HE TPUHUMAIOT BO
BHUMAaHHUE TOIOJIOTHIO ceTH. Takum o0pa3om, cy-
MIECTBYET OOJIBIIOE KOJIMYECTBO CIIOCOOOB OOOUTH
CO3. IlpuMepoM MOXKET CIY>KUTh MAaHUITYJISALUSL
mojem TTL (time to live)s ceressix makerax. Kak
W3BECTHO, MapIIPYTH3aTOPBI, IEPEHATIPABIISS CETe-
BOH MakKeT, YMCHBIIAIOT 3HAauYeHWe 1L u, Korjga
OHO CTAHOBUTCS PaBHBIM HYJIIO, — ITAKET OTOpacChI-
Baercs. [Ipuem 06xoma CO3 ¢ mMOMOIIIBIO 3TOTO T10-
JIs1 TOKa3aH Ha puc. 3.

MAKETHI, MAKETHI,
NMPOXOOALWME OOWEOLWWE OO
HEPE3 CO3 HA3HAYEHWS
W | TTL=100 W | TTL=100

X |TTL=1
o[tr=10] &  [o[TTL=100
R | TTL=100 R | TTL=100
M | TTL=100 M | TTL=100
CueHamypa WORM BpedoHocHbie daHHble
He cpabomaem! OdeghpacmeHmuposaHbl
Ha y3ne.

Puc. 3. [IpuMep MaHUITYIISAIUH 3HAYCHUEM
mosist TTL

Takum 00pa3oM, OJHHM W3 BaKHEHIIMX Ha-
NpaBJIeHUH HCCIeIOBaHHUA B 001acTH OOHAPYKEHHS
3noynoTpebnennit  sBusercss wuHTerpauus CO3
B TOIIOJIOTHIO CETH.

K mpenmymectsam CO3 MOKHO OTHECTH:

*  BBICOKYI0O 3()()EeKTUBHOCTb OOHApyKEHUs
M3BECTHBIX aTak;
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*  OTHOCHUTEJIBHO MPOCTYH) HACTPOHKY, HET
HaTOOHOCTH MTOTOJHUTEIBHO O0yYaTh TaKHWe CHC-
TEMBEL.

HenocraTtkamu CUTHATYpHBIX CHUCTEM OOHApY-
YKCHYSI BTOPIKCHUH SIBIISTIOTCSI:

*  HeOoO0XOAMMOCTh B OOHOBJIEHHMH 0a3nl 1I1a0-
JIOHOB aTaK,

* paspacTaHHWe KOJMYECTBA CHUTHATYp U CHHU-
YKEHHE MTPON3BOAUTEIHHOCTH;

® HECIOCOOHOCTh ACTCKTUPOBATh HCU3BECT-
HBIC aTaKH.

OcHoBHo# mpobsemoit CO3 sBnseTCS BHICOKAsS
4acToTa TOSIBIICHUS HOBBIX BPEIOHOCHBIX IIPO-
rpaMM, B CBSI3HM C YeM HPUXOAUTCS TCHEPUPOBAThH
00JIBIIIOE KOTMYECTBO HOBBIX CHUTHATYP. IIpn Takmx
TEMIIaX pPOCTa BPEIOHOCHOW AKTUBHOCTH YHCIO
curHatyp OynmeTr pactu ObIcTpee, YyeM MPOHU3BOIM-
TENBHOCTh BBIYUCIUTENILHON TEXHUKH, YTO 3HAYH-
TEJIbHO CHHU3UT 3(PPEKTUBHOCTH ACTEKTUPOBAHUS
3710yNOTpeOICHUH.

CoBpemeHHbI TpeHa passutusg CO3 Hampas-

JeH Ha curHarypsl ysasBumoctd (CVY) [18, 19].

Konnermust CY 103BOJIsSIET B3MISIHYTH Ha Mpoobie-
My OOHApyXEHHsI 3JI0YNOTPeOJICHHI B IPyroM pa-
Kypce. BmecTo Toro, 4to0n! IETEKTUPOBATH BPEIO-
HOCHBIN KOx (MM BpEIOHOCHBIE IEHCTBHS), MPE-
JlaraeTcs JCTEKTUPOBATH MOMBITKY SKCIUTyaTalluu
ysi3BUMOCTH. PaccmotpuM mpumep (puc. 4). ITono-
UM, CYIIECTBYeT MpUIOKeHUe A, KOTOpoe TpH-
HUMAET 0 CETH HEeKHe JIaHHbIC OT MpIIoXKeHus B.
TTonoxwuM Takxke, 4TO B MPUITOKECHUH A CYIIECTBY-
€T YS3BUMOCTH TIEpEIIOIHCHMsI Oydepa H, eciH
MOJIK30BAaTENIh MPHUIOXKEHUST B oTmpaBUT naHHEBIC
B 00neme, mpesbimiaroneM 40 6aiiT u coaepxariue
BPEIOHOCHBIC HMHCTPYKIIMH, TO OH CMOXET MPOH3-
BECTH 3aITUCh B CTEK U BBITIOJHUTH STOT KOJI.

3noymbllLNEHHUK HKeptea
MNPUNOXEHWE

NMPUNOXXEHWE
B A
40 6 daHHbIX C>
806

eHedpsaembIl

L |
Byghep 40 6baim

koo |
Knaccuueckui CurHaTtypbl yA3BUMOCTH:
CUrHaTypHbIN noaxon: obHapyxeHue chakma
obHapyxeHue HapyweHue
8HedpsemMozo koda peanameHmupo8aHHO20

pasmepa OaHHbIX

Puc. 4. UnmocTtpanus NpUHIIITA PaboThI
CHTHATYD YSI3BHUMOCTH

B ciygae OOBIMHBIX CHTHATYyp IOETEKTHPYETCS
MMEHHO BPEIOHOCHBIN KOJ — MOCJIEA0BATEILHOCTD
0aiiT, naeHTHGUIUPYOMAs ero MaKCUMaJIbHO TOY-
HO. OIHAKO CTOWT 3JIOYMBIIIICHHHKY ITOMECHATH
KOJ WIH W3MEHHUTH €ro MmyTeM 0O0(YCKallMH — CHT-
HaTypa mepecraet pabotars. Teneps, 4ToObl 0OHa-
PY)KUTb HOBBIM KOJ, HEOOXOIMMO IHCATh HOBYIO
CUTHaTypy. B oTiimume oT Kimaccmueckoro moaxoa,
CUTHATYphl YSI3BHUMOCTU JAETEKTHPYIOT caM (aKT
HONBITKH HKCILTyaTUPOBATh YSI3BUMOCTh. B Hamem
IpUMepe CUTHATypa YS3BUMOCTH OIPEAENsSeT, YTO
pasmep TmiepeiaBacMbIX JaHHBIX OOJbIIE, YeM
B ICHCTBUTEIILHOCTH 00palaThiBacT MNPUIIOKEHHE
A. Ilpu 5TOM 370yMBIIIJIEHHUK MOXKET KaK YroJHO
MEHSTh KOJ, IH(pOBaTh €ro WId MacKUpOBaTb
JPYTUMH cIIoco0aMy — eMy He yaacTcsi OOOUTH 3Ty
IPOBEPKY.

Ha ceronssmHuii JeHb CUTHATYpHI YSI3BUMO-
CTEH SBJISIOTCS CaMbIM HaJIEKHBIM CIOCOOOM OITH-
CaHUS aTaKk W AETeKTHpoBaHHA HX. OJHAKO 3TO
TOJBKO B TeopuH. Ha mpakTHke peaan3oBaTh 3TOT
MOJXOJ TOKa OYEHb TPYAHO MO CIEXYIOUIUM MpH-
YHHAM:

* CIOXHOCTb OOHApyXEHHUs YSI3BUMOCTCH
B NIPUJIOXKEHHUH, TIOCKOJIBKY OHH 3a9acTylO SIBIISIOT-
Csl HEOUEBHUIHBIMY,

* HE CYIIECTBYEeT YCICIIHON (HopManbHOI
MOJIEJTH OTIFICAaHUS YA3BUMOCTH.

CUCTEMbI OBHAPYKEHU S
AHOMAJINMU

Cucrembl oOHapyxenus aHomamuii (COA)
«3HAIOT», KaKUM JIOJDKHO OBITh HOpPMaJbHOE TOBE-
J€HHE KOHTPOJIHPYEMON CETH, M pearupyroT Ha oT-
KIIOHCHUS. OT PO HOPMAILHOW aKTUBHOCTH.
Jns ocymecTBieHus] TaKOTO THIIA MOHHUTOPHHTA
COA cHauana HeoOX0aMMO «0OYy4IHTH». B ocHOBE
COA, Kak mpaBuiIo, JISKHUT AITOPUTM Kiaccu(puKa-
iy (MK KJIaCTePH3alni), MO3BOJISIONINHA BhIIE-
JUTh aHOMaJWW B OOIIEM TOTOKe HWH(GOpMAIINH.
Jns 3T0r0 HEOOXOOMMO CreHEepHpPOBaTH 00ydalo-
IIyI0 BBIOOPKY, COAEPIKAIIYI0 KaK HOpMajbHBIC
JaHHBIE, MHUPKYJIUPYIOIINE B CETH WM CHCTEME
B OOBIYHOM pabodeM peXuMe, TaK W JaHHBIE, CO-
Jiepkane uHpopMmalmo o0 arakax. [Ipuuem mo-
CJIETHUE ITOJDKHBI OBITh YETKO OIpPENENeHbI U MPO-
M3BEJIeHBl B 00BeME, CPABHUMOM C HOPMaJIbHBIMHU
JaHHbIMUA. OYEeBHIHO, YTO CO3/JaHHE O0YydYaroleH
BeIOOpKH miss COA sBiseTcs BechbMa CIIOXKHOM
U JoporocTosiieit 3amgadeil. [ToaTomy Ha mpakTuke
TaKOH TOJXOJ pean3yeTcsl JIUIIb YaCTHYHO —
CTPOUTCS TOJBKO MPO(HIL HOPMAaTbHOW aKTHBHO-
CTH B BHJe Habopa MmapaMeTpoB, a TaKKe WHTepBa-
JIBI, B TIpeJieiax KOTOPBIX 3TH MapaMeTphl CUUTAIOT-
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Csl HOPMJIBHBIMU. BBIX0/T 32 MHTEPBAIIBI CUMTACTCS
aHoMajuei. DTOo, OIHAKO, IMOPOXKIAET OOJBIIOS
KOJMYECTBO JIOKHBIX Cpa0aThIBaHUM, TIO3TOMY
B pCATbHBIX TIPUIIOKEHUAX HUKOTAA HE JeacTCs
CTaBKa Ha OJHH TOJBKO aJTrOPUTM OOHApYKEHUS
aHOMAJTHH.

Coracuo [6], cucTeMbl 0OHapyXEHHsT aHOMa-
JIUH MOXKHO KjacCU(DUIIMPOBATh 10 TPEM KPHUTEPH-
SIM:

*  HCIIOJIb3yEeMBIN alTOPHUTM;

*  aHamM3 OTACIBHBIX MAKETOB WJIH COCIUHE-
HUW,

*  aHaIU3 3aroJIOBKOB WJIM COJCPXKHUMOTO Ia-
KETOB.

[lepBBIii KpUTEpHIl HUIpaeT BAKHEHIIYIO pOJIb
B 00HapyXKCHUU aHOMAJIUH, TIOCKOJIBKY ONPEICIISIeT
MEXaHU3M MX JIETeKTUpoBaHuA. BTopol u Tperuid
KPUTEPUU SIBIITIOTCS BTOPHUYHBIMUA ¥ OTPEACISIOT
JIUIIIB CIIOCOOBI MPEICTABICHUS JAaHHBIX.

Hns peanmuzammmn COA HE0OXOAMMO B TIEPBYIO
ouepenb hopmanu3oBats AaHHbEe (O0yIOB TO CETEBOM
TpaduK WU BRICOKOYPOBHEBBIC JaHHbIC). [I1s1 9TO-
IO BBOJUTCS TOHITHE <«COOBITHE», SBISIONIEECS
MHUHUMAJbHOW €IUHUIEH JaHHBIX, HUAYIIUX Ha
BXOJI QJITOPUTMA OOHAPYKCHUST aHOMAJTHA.

OnHOIi U3 OCHOBHBIX PadOT Ha 3Ty TEMY SIBIIS-
eTcs myOnukaius [7]. ABTOpPBI B Ka4eCTBE COOBITHS
MpeyIararoT UCTIOIh30BaTh BeKTOp u3 41 31meMeHTa,
ONMCHIBAIOIINK ceTeBoe coenuHenue. Cremyer
OTOBOPHTH, YTO KACaeMO MPOTOKOJIOB, HE OPHEHTH-
poBauubix Ha coeaumnenne (UDP, ICMP, ARP),
cOOBITHE paccMaTpUBAETCsl KaK CETEBOE COeIWHE-
HUe HTeNbHOCThIO O CeKyH, B ciydae jke MpoTo-
kojga TCP, TepMUH «COEOUHEHHE» CJICAYET MOHH-
MaTh B OOBIYHOM CMBICIIC.

Bce mapameTpsl pa3/ienieHbl Ha TPU TPYIIIIBL:

* BHYTPEHHHE TNapaMeTpbl — JaHHBIE, MOJY-
YeHHBIE U3 3ar0JIOBKOB MAKETOB, TaKWE, KaK YHCIO
yKazarejei cpourocTd win daaru TCP;

*  TapaMeTphbl COMCPKUMOTO — CIOZa BXOIAT
TaKWe TOKa3aTesid, KaK KOJIUYECTBO TMOJYyYCHHBIX
CCaHCOB CYIEPIOIb30BATENS, MOMBITOK aBTOPH3a-
KM, co3aanus (HanioB U T. 1I.

e mapaMmeTpel TpapuKa — K STOW KaTerOpUU
OTHOCSTCS TapaMeTpbl, MOJyYeHHBIE C MOMOIIBIO
CKOJIB3SIIIET0 OKHA B JIBE CEKYHJIBI, 3TO, HAIIPHIMED,
YHUCJIO COCIUHEHUN K OJHOMY Y31y WU MOPTY.

ABTOpBl TIOCTApaIUCh YYECTh KaK MOXKHO
0O0JIbIIIe TPU3HAKOB, KOTOPHIC MOTJIH ObI aJICKBATHO
OTJIMYNTh HOPMaJbHBIA Tpaduk ot arak. Hampu-
Mep, OOJIBIIOE YUCIIO COSANHEHUH K OJHOMY U TO-
My K€ CEpBEpPY MOXKET CUTHAITU3UPOBATH 00 aTake
THTIA OTKa3 B 00CTY)KUBaHHH.

st oOHapy>KeHHs aHOMalIMii Ha OCHOBE CTa-
TUCTUYECKUX METOJIOB HMCIOJIB3YIOTCS B OCHOBHOM
CIIEIYIOIINE TTIOAXOBI:

AJNTOPUTMBI KJIACTEPH3AIUU — KIIACTCPHU3AIINS
moJipa3yMeBaeT pa30oueHUEe MHOXKECTBA JIaHHBIX Ha
KJIacCHl M0 OMNpEAETICHHOMY IMPHU3HAKY, IUII 3TOTO
UCTIOJIB3YIOTCS Pa3lIMYHbIe METPHKH, TaKhe, Kak
paccrosaue EBxommna, XommuHra U T. 1. Hanbomee
MOMYJIIPHBIM METOJIOM KJIACTEPH3AIUU  SIBISETCS
meron K-cpenuux [8];

Mapxkosckue mozenn (MM) — UCIIONIB30BaHKE
MM B oOHapy:XKeHHUH BTOPKEHHH BIIEPBBIE OBLIO
npemiokeHo B [3]. B y310BbIX cuctemax oOHapy-
J)KeHUsl BTOp)KeHH MM, kak mpaBuiio, MpUMEHs-
IOTCSl 7151 MOJEIHMPOBAHHA IOCTIEOBATEILHOCTEH
nevictBuii mosk3oBateneid [3], B cereBrix COB —
JUISE MOJICIIMPOBAHUS TOCIIE0BATEILHOCTH IOJICH
B ceTeBBIX MakeTax (Hampumep, TCPdmaros [9]);

BeliBner aHanu3 — CyIIHOCTb MOAXOJA 3aKIIO-
4aeTcsl B UCIOJIBb30BAaHUH BEWBIIET MPpeoOpa3oBaHus
NPUMEHHUTENFHO K aHATM3UPYEMBIM JaHHbIM [10].

Kpome cratuctuueckux MeETOHOB OOHapyxke-
HUSl aTaKk, B HUCCIICJOBATEIbCKUX pPabOTax YacTo
NPUMEHSIOTCS. TEXHOJIOTUM HWCKYCCTBEHHOTO WH-
TEJJICKTA!

Heiiponnsie cetn — Hamboiee 4acTO HCHONb-
3yEMBIM THUIIOM CETH SIBJSETCS MHOTOCIOMHBIN
nepcentpon [11]. B kauectBe (opmaTa mpemcTas-
JICHWsI TAHHBIX B OOJBIIMHCTBE PabOT HUCIOIB3YeT-
csl crloco0, ONMCcaHHbIN B [7].

HckyccTBeHHbIE UMMYHHBIE CHCTEMBI — B TO-
ClIeJTHee BPEMs 4acTO MPUMEHSIOTCS TOIBITKY pea-
JU30BaTh MEXAaHW3MBl MMMYHHOH CHUCTEMBI 4YeJO-
BEKa B BBIUYUCIUTENHHOHN cpejie, Takue, Kak OTpH-
IaTeIbHBI 0TOOP M KIIOHATBbHAS ceneknms. Cyte-
CTBYIOT KakK MpOCTbIe MOAXOIBI, HCIOJIB3YIOLIHE
OIIMH acIeKT MMMyHHOro orBeTa [12, 13], Tak u
OoJee CIOXXHBIC, UMHTUPYIOIUE HECKOJILKO Mexa-
HHM3MOB YeJloBeueckoro uMmyHurera [14, 15].

NMMyHOKOMIIBIOTUHT — KOHIIEIIUS MaIlnHHO-
ro oOyd4eHWs, OCHOBaHHAs Ha MOJCITHPOBAHUH
B3aUMOJICUCTBUS MPOoTeuHOB. KiroueBoil Mozaenbio
sBasieTcss (popMasbHash UMMYHHAs CeTh. JlaHHBIHA
MOJIXOJT IPUMEHSIETCS KaK JUIsi OOHApYKCHHUS ceTe-
BBIX aTak B IIMPOKOM cMbicie [16], Tak u mmst o6-
Hapy)XeHus OoJiee CIEIU(PUISCKUX aTak, HaIpH-
Mep, HalpaBJIeHHbIX Ha Web<epsep [17].

K nocromHCTBaM crucTeM OOHApYKEHUS aHOMa-
T MOXHO OTHECTH CIEAYIOIINE:

*  CHOCOOHOCTH JETEKTUPOBATH HEU3BECTHEHIC
aTaKw;

® OTCYTCTBUC CUTHATYp HO3BOJACT CHACIATH

KoHeuHoro nonus3oBateilst COA OTHOCUTEIBHO He-
3aBUCHUMBIM OT BEHJIOpA.
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Henocrarkamu COA sIBIISIIOTCS:

*  BBICOKHH YpOBEHbB JIOKHBIX CpabaThIBaHU,
MOCKOJIBKY JIF000¢ (MaXke HE OMacHOE) OTKIIOHCHHUE
OT HOPMaJbHOW aKTUBHOCTU CIIPOBOIMPYET peak-
LIMIO CHCTEMEI,

*  CJIOXHOCTH CO3HaHHs 0OydJaromeil BHIOOp-
KW,

* CIOXHOCTb BHEJIPEHHS M HAaCTPOWKH, IO-
CKOJIBKY cTpaTerus oOydeHHs W XapakTep JaHHBIX
i o0yvaromeil BBIOOPKH 3aBUCUT OT CIICHU(DHUKH
BBIYUCITUTEIBHOMN CpEIbl.

ITPOTOKOJIbHBIE CHCTEMBI
OBHAPYXEHUMSA BTOPKEHUH

Cymectryer emie oaua kinacc COB, xotopsrit
MHOTHE Ha3bIBAIOT KOMIPOMUCCHBEIM MEXIY CHC-
TeMaMu OOHapyXCHHS aHOMAJIMK M CHCTEMaMH 00-
Hapy>KeHHs 370ynoTpeOneHmii. Maes 3akimrodaeTcs
B ToM, uto COB cienut 3a TeM, 9TOOBI MPUIIOXKE-
HUs, OOMEHHUBAsCh MHPOPMAIIUEH, CIICJIOBATH CIIe-
nuduKauyu MpoTOKojIa — TaKUe CUCTEMBI 0OHapy-
JKEHHsI BTOP)KCHWH HA3BIBAIOTCS IMPOTOKOJIHHBIMHU
[20].

PaccMoTpuM 3TOT MexaHW3M Ha MpuUMepe
HTTP 3ampoca. IIpoTokonm periiaMeHTHPYET clie-
IYIOLIYIO CTPYKTYpY 3ampoca.

GET /HTTP/1.0\\n

User-Agent: Mozilla 4.0 (MSIE 6.0, Windows NT 5r2)\

<Apyrye 3arojIOBKu>

\r\n

Ecnu 3JIOYMBIIIJICHHUK TTOIBITACTCA COCTABUTH
BpCZ[OHOCHBIﬁ 3arpoc, Hanpumep, coz[epxcaumﬁ
BHe,Z[pHeMBIﬁ KO, TO OH MOXCET BBIIIIAACTH, Ha-
IIpUMeED, TaK.

GET / HTTP/1.0x90%90. . .\xcd\x80\\n

User-Agent: Mozilla 4.0 (MSIE 6.0, Windows NT 5r2)\
<IIpyrue 3arojIOBKu>

\n\n

BeigencHHbIC KUPHBIM CHMBOJIBI HE COOTBET-
CTBYIOT CIICIIM(UKALINH O IBYM NPUIHHAM:

* 3a BepcHEH IPOTOKOJIA JOJDKHA CIIEN0BATH
KOHCTPYKIIMSI «BO3BpAT KapeTKH, MEPEBOJ CTPOKU»
(\r\n);

» Oaiiter \x90, \xcd, \x80ne sBistOTCS OTO-
opaxxaembiMu ASCII cumBonamu.

Cnenyer oTMETUTH, uTO mpoTtokoiasrHeie COB
BCETJa BBIHYKICHBI XPAaHUTh COCTOSHHUE COCIUHE-
HUS, 9YTO HECKOJBKO YCIOKHACT UX apXUTEKTYPY.

K mocrouncrsam takux COB MO0XHO OTHECTH
cleayIolue:

*  CIOCOOHOCTHh NETEKTHPOBATH HEHU3BECTHHIC
aTaKy,

e xorg oouosinenus takux COB meoOxomu-
MbI, OHH ITPOUCXOAAT 3HAYUTEIBHO PEXKeE.

EcTb y NpOTOKOJIBHBIX CUCTEM U HEJOCTATKH:

*  XOTSI OHU CIIOCOOHBI AETEKTHPOBATH HOBEIC
TUIBI aTaK, OAHAKO AAJEKO HE BCE, a JIUIIb T€, KO-
TOpBIE HAPYIIAIOT IPOTOKO;

*  JTaJIeKO HE BCE MPIIOKEHUS CTPOTO CIICIY-
I0T CHEIU(UKAIUAM IPOTOKOJIOB, YTO MOXET II0-
BJICYh 3a c000i1 JIOKHBIC CpadaThIBAHUS,

*  OTCIIEXUBAHHE COCTOSHUI COEIAMHEHUS SB-
JISIeTCSl BECbMa 3aTPAaTHBIM C TOYKH 3PEHUS BBIYHC-
JUTETBHBIX PECYPCOB.

3AK/IIOYEHUE

Hecmotps Ha Ooiibllioe KOJNMYECTBO PabOT Ha
TeMy OOHapyXKeHHS BTOPKEHHH yIOBIETBOPUTEIb-
HBIX Pe3yJIbTaTOB MOKa He JOCTUTHYTO. Kommepue-
ckrne COB HCIonB3yrOT KIIACCUUECKHUH CHUTHATYp-
HBII TIOHUCK, a TTOAXO0IbI K 00HAPYKCHUIO aHOMAJTHIA
elIe CIUINKOM JajiekKh OT TOTO, YTOOBI B TIOJHOMN
Mepe OBITh peaTM30BaHHBIMU Ha MPaKTUKE.

B Hacrosimieli cratbe OBLIO TIOKAa3aHO TEKYIIEe
COCTOSIHME 00JIacTi OOHapy>KCHHUS BTOPYKCHHIA
Y OCHOBHBIC HAMPaBJICHUS UCCIICOBAHUI.

Xodercss OTMETUTh, YTO OOJIBIIMHCTBO HCCIIC-
JIOBAaHUH HOCST CyTy0O SMITUPUICCKUN XapaKTep U
B TPUHIUIIE HE CTaBAT TEOPETHYECKHUX IPOOIIEM.
[To MHEHHIO OJHOTO W3 aBTOPOB HACTOAIICH CTa-
ThU, BBIYUCIUTENHHBIE AaCHEeKThl OOHApPyKEHUS
BTOpPXKEHHIA, B 4aCTHOCTH, BHEAPSEMOTO KOJa, HE
TOJILKO HE W3y4YeHBl, HO U HE C(HOPMYIUPOBAHBI.
JlanHast cuTyanusi TOJDKHA OBITH UCHPAaBICHA, TO-
CKOJIBKY TOJIBKO MIPH HAJIMYUH TPAHUI] BEIYUCIIMO-
CTH TIpOOJIeMBl OOHAPYKEHHUS BTOP>KCHUHA BO3MOXK-
HBI TICJICHATIPABIICHHBIC WCCIICIOBAHUS U DKCIICPU-
MEHTBHI.

IlpennaraeMbIii T€3UC MOXHO TMOSICHUTH Ha
npoctoM mipumMepe. CeroaHs BcE BHUMaHUE YACIs-
€TCS KOHKPETHBIM yrpo3aM, aTakaMm U IyTSM TIpe-
MATCTBOBAaHUS WX pealu3alHd, OJHAKO Mall0 KTO
PYKOBOJACTBYETCS TeM (DaKTOM, 4YTO CYIIECTBYET
CUYETHO-OECKOHEYHOE MHOKECTBO BO3MOXKHBIX TH-
MOB aTaK M KJIACCUYECKHE METOIBI B MPUHIIUIIE HE
CITOCOOHBI  00ECTICUUTh TPHEMIIEMYIO  3aIlUTYy.
A TIOTIBITKA JIETEKTUPOBATh BPEIOHOCHYHO aKTHB-
HOCTH @ pPriori obpeueHa Ha MpOBall, IMOCKOJBKY
npobieMa BepUPHKALIUN MPOTPAMMBI SIBJIIETCS He-
BBIYHCIIIMOM.

B cBs3u ¢ 3THM HamOoJee BaXKHBIM HarpaBiie-
HUEM HM3Y4YeHHS MPOOJIEMBI NETEKTHPOBAHMS aTakK,
KaK, BIPOYEM, U MPOOJIEMBI JIETEKTUPOBAHUS BUPY-
COB W 4YepBeH, SABISICTCS HCCICIOBAaHUE BOIPOCOB
BEpU(PHUKAIINN AITOPUTMOB U IOWICKA TaKUX pellle-
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HUM, KOTOPBIM MO3BOJIAIOT C ONPENEICHHON JoJel
BEPOSITHOCTH CHENaTh BBIBOJ O TOM, KONHPYET JHU
KOJI caM ce0s1, MCHSICT JI OH XOJI BBITIOJTHCHHS TPO-
TPaMMBI U T.II.
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